Online safety is about protecting ourselves and the WE

children/young people in our care from online risks LIFE WITHOUT BARRIERS
that may lead to unsafe communication, unwanted VE

attention or poor mental health and wellbeing.

Now more than ever, phones, iPads, laptops and gaming devices are used to communicate with friends,
explore interests, entertain, develop creativity and complete school work. We all share a responsibility
to help the children and young people in our care stay safe when they are online.

Where can I find more information about online safety?

Here we have compiled a list of 10 great websites. They explore a range of topics from
strategies for open conversations to practical information on what to do if things go wrong.

WEBSITE WHO IS IT FOR?  WHAT INFORMATION IS AVAILABLE?
eSafety Commissioner Staff & Carers, Young | Helping Australians to have safer, mare positive experiences online.
People, Children This is a one-stop-shop for online safety. Use the top tabs to access relevant content.
Kids Helpline Staff & Carers, Young | Easy to follow advice for different ages. Learn the signs, symptoms and strategies to
People, Children manage online safety.
Think U Know Staff & Carers, Young | Provides you with the tools to create a safer online environment for young people in
People, Children your care. Presentations cover what young people SAY, SEE and DO online.
The Carly Ryan Foundation | Staff & Carers, Delivers online safety seminars, powerful messaging about online predators and app
Young People factsheets. ‘Carly’'s Law" was introduced in Australia 2017.
Youth Law Australia Staff & Carers, Free and confidential legal advice about cybersafety. It is important to be careful about
Young People who you talk to, what information you post and the things you say to other people.
Be Deadly Online Young People Explores cyberbullying, digital reputation and respect for others, through short videos
and posters created by and for Aboriginal and Torres Strait Islander peoples.
Dolly’s Dream Staff & Carers We've done the research and pulled together the most trusted information from around
the internet about online safety and bullying.
Raising Children Network | Staff & Carers Information on entertainment and technology, including social media benefits and risks,
healthy gaming habits and screen time advice for children and young people.
Australian Institute of Staff & Carers Articles and resource sheets for online safety. Information about online safety for
Family Studies service providers who work with families and children.
-| Australian Centre to Staff & Carers Understanding online child sexual exploitation awareness, perceptions, attitudes and

Counter Child Exploitation preventative behaviours.
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A F RST i And remember - we work as a team in the best interests of children,
“gm<=== young people and families, so reach out if you need more support.


https://www.esafety.gov.au/
https://kidshelpline.com.au/
https://www.thinkuknow.org.au/
https://www.carlyryanfoundation.com/
https://yla.org.au/nsw/topics/internet-phones-and-technology/
https://www.esafety.gov.au/educators/classroom-resources/be-deadly-online/student-community-home
https://dollysdream.org.au/
https://raisingchildren.net.au/teens/entertainment-technology
https://aifs.gov.au/cfca/publications/online-safety
https://aifs.gov.au/cfca/publications/online-safety
https://www.accce.gov.au/
https://www.accce.gov.au/
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There are additional online safety considerations WE
when supporting children and young people in LIFE WITHOUT BARRIERS
care. It helps to remember these tips: VE

If the child or young person has recently moved, find out about previous
online access. Then carefully explain or negotiate any changes.

Discuss technology use with the care team. For example, discuss what contact is
appropriate for the child to have with their friends and family online.

Remember a child’s device is a way for them to stay in contact with family and
community. The device may have been given to them as a gift from a relative.

Avoid too many rules. But where there is a clear, simple rule such as ‘no phones at
dinner’ - make sure the rule applies to everyone in the household.

Use internet filters and parental controls on internet devices in the home to
reduce daily power struggles.

Teach children to check privacy settings. Personal information can be used to
identify where they live, where they go to school or what activities they are involved in.

Respect a young person’s privacy online. Provide supervision that’s appropriate to
their need and encourage device use in a common area rather than a bedroom.

Be careful of what you share online. Staft and carers should not identify with LWB
online and must never share information about children in care on social media.

Remind children that online friends are still strangers, even if they have been
talking to them for a long time.

Encourage children to tell a trusted adult if someone or something makes them
feel uncomfortable or worried.

If you are told about an online worry, or discover something inappropriate on
a device, deal with it calmly so the child knows they can turn to you again.

If the matter is serious (cyberbullying, image-based abuse, illegal content) save any
evidence. Material can be removed by making a report to esafety.gov.au/report
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; Read the LWB Social Media Guidelines for Staff and Carers



https://www.esafety.gov.au/report
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SOCIAL MEDIA POLICY LIFE WITHOUT BARRIERS
GUIDELINES FOR PERSONAL USE VE
1. SUMMARY

Life Without Barriers (LWB) recognises that social media platforms offer a powerful way for people
to connect and engage across the communities we operate in, especially to build awareness of
LWB’s work. LWB also recognises that employees of LWB also use social media in a personal
capacity. To that end, LWB has developed separate policies for ‘personal use’ by all staff and
‘official use’ by authorised staff. These policies ensure our employees are aware of the potential
opportunities and risks when engaging with the public via social media, and set standards for
appropriate use. They should be used in conjunction with the LWB values, Media Policy, Code of
Conduct, Privacy and Confidentiality Policy Guideline and the We Put Children First guidelines.

2.SCOPE

This policy sets standards for the ‘personal use’ of social media and applies to all LWB employees
(permanent, part-time or casual, contractors, consultants, or volunteers). It coves the guidelines
relevant for all LWB employees on social media or where the person’s identity is known to be
affiliated with LWB. It also applies to any affiliates (funders and partners) who may want to interact
with LWB via social media. It does not apply to Foster Carers, in this instance, please refer to the
Social Media Guide for Foster and Kinship Carers.

3. OBJECTIVES

The LWB Social Media Policy Guidelines for Personal Use aims to:

e ensure all LWB employees are aware of their obligations and use social media responsibly in a
personal capacity where it may impact LWB

e ensure the safety of clients and/or carers are not compromised by inappropriate use

e protect LWB information and intellectual property from intentional, accidental or inappropriate
disclosure.

4. DEFINITIONS

Social media refers to platforms and web-based apps that allow users to freely generate and
exchange content including imagery, audio and video for the purposes of social engagement and
networking. They include blogs, chatrooms, wikis, online photo and video sharing sites, and social
networking sites including Yammer.

Examples of social media channels:

Social networking sites e.g. Yammer, Facebook, LinkedIn, Snapchat etc.
Micro-blogging sites e.g. Twitter

Video and photo sharing websites e.g. YouTube, Instagram, Flickr

Weblogs (corporate, personal or hosted by media outlets) e.g. WordPress
Chatrooms, discussion boards and forums e.g. Yahoo!, Whirlpool or Google groups
Instant messaging (including SMS) e.g. WhatsApp, Facebook Messenger.

Social media communication includes material such as posts, comments, replies to comments,
conversations, blogs, photos, videos etc. posted on social media channels.

‘Official’ use is defined as posting or commenting on behalf of LWB on LWB social media
channels or in external social media platforms, and third party channels, pages or online
communities (e.g. Facebook page hosted by National Foster Care Month). This guideline does not
cover official use — please refer to the Social Media Policy Guidelines for Official Use.

‘Personal’ use is defined as use of social media by LWB employees in a private capacity, either
on their personal pages or using their personal accounts. Here they do not identify themselves as
LWB employees, either directly or part of their user profile with the exception of LinkedIn, which is
a professional networking platform.
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5. GUIDING PRINCIPLES

5.1 Commenting on social media makes it a public comment

When posting information online, it is important to remember that regardless of privacy settings in
social media sites, there is no such thing as a ‘private’ social media site. Any comment made about
LWB on a social media site is a public comment.

5.2 Social media has a global reach

When you post a comment on a social media site, it instantly becomes accessible by a global
audience. Moreover, when you attach a hashtag (#) to your post, it becomes visible to anyone
searching for that particular hashtag globally. You may be able to limit visibility by adjusting privacy
settings, however please be aware that privacy settings differ between social media channels.

5.3 Content posted online could remain online indefinitely

Content once posted is likely to remain online even if you delete it from your account. This is
because your posts may be shared by other members of the online community or because of the
information management policies of the social media channel you are posting to.

5.4 You are responsible for what you post

Employees are responsible for the communication they post on their personal social media
accounts. It is recommended that you only do or say online what you would off-line or in public.

5.5 What is posted on social media could affect LWB’s reputation

When posting on social media sites, either in a professional or personal capacity, LWB employees
are advised to behave in a way that upholds the values and reputation of LWB. Take into
consideration the LWB Code of Conduct and the Privacy and Confidentiality Guidelines.

5.6 Unintentional breach of privacy or confidentiality is a serious risk

Unauthorised disclosure of confidential or personal information is a serious risk to LWB, our clients
and carers, and has serious ramifications for any employee who discloses such information, even
inadvertently. Employees should use discretion when posting on social media to ensure personal
safety and information security.

6. STANDARDS FOR PERSONAL USE OF SOCIAL MEDIA

LWB encourages employees to understand their obligations, exercise judgement and act
responsibly when using social media in a personal capacity.

When using social media employees are advised to:

ensure all communication on social media is appropriate and respectful
when expressing an opinion about LWB matters, state clearly that it is a personal opinion

take care when sharing communication from official LWB social media channels to your personal
accounts, and be mindful when adding personal commentary to an LWB post

remove any material posted to your personal social media sites if you are uncertain whether it
constitutes a breach of law or LWB policy, and seek advice from your manager/supervisor

be mindful of any association with online groups, activities or individuals that could embarrass or
damage LWB's reputation or imply LWB endorsement of their views

be aware of your online ‘friends’ and contacts, and activate appropriate privacy settings on social
media sites to ensure online safety and information security

when posting about sensitive topics, be mindful that what you say may be taken out of context
and open you up to personal attacks or online trolling

contact the Marketing team:

— if you become aware of complaints posted on LWB social media channels, and enter the
details into i-Sight immediately so appropriate action can be taken without delay

— to report any inappropriate or unlawful content relating to LWB
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¢ immediately notify the PR Team if you are contacted by media through your personal social media
accounts about matters related to LWB.

Employees are advised not to:

¢ Identify yourselves as LWB employees or affiliates when using social media sites unless you
are an “authorised delegate”. Remember — if identified as an LWB employee you are not
commenting in a private capacity.

¢ Interact with clients on social media in a personal capacity — it is inconsistent with a
professional relationship. In the case of an emergency please contact the Marketing team to
work through a solution.

e Imply authorisation to speak on behalf of LWB or LWB endorsement of personal views,
products, causes or opinions.

e Unwittingly disparage or denigrate any colleague, contractor, client, carer, business partner,
stakeholder, funding body or competitor of LWB — this could amount to cyber-bullying.
e Display or post:
— any trademark, logo or copyrighted artwork of LWB
— anything that could negatively impact LWB’s reputation or embarrass the organisation
— any personal or sensitive information or images of colleagues, clients, carers, contractors or
others associated with LWB without their informed consent, as specified in the Australian
Privacy Principles
— LWB information, or discuss LWB business that is not publicly available, whether
confidential or not
— trade secrets or other proprietary or confidential information about LWB, or any client,
carer, vendor or affiliated person or business.
o Attempt to defend LWB from any negative commentary in online communities. Due to the
highly complex nature of our work, sometimes LWB may be the focus of negative commentary.

At such times, your well-meaning comments could be taken out of context or expose you to
personal attacks. Instead, please seek advice from your manager or supervisor.

e Use the LWB email system, LWB devices or provide LWB email addresses when accessing
social media for personal use.

¢ Allow online activities to interfere with job performance or get involved in activities that might be
guestionable or controversial, particularly during business hours.

7.RESPONSIBILITIES

Employees have aresponsibility to:
e ensure that they adhere to LWB’s policy on ‘personal’ use of social media

e report any instance of the posting of inappropriate or unlawful content, including sharing of LWB
intellectual property to their Line Manager and the Marketing Team or appropriate Executive
Director.

Directors and Managers have a responsibility to:
e ensure that people working within their area of management understand and adhere to this policy
¢ investigate any alleged breach of the LWB Personal Use Social Media Policy by their team member.

The Board and Executive have a responsibility to:

e |ead by example in their use of social media.
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o Privacy and Confidentiality Policy Guideline
e LWB Code of Conduct
e We Put Children First Guidelines
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A Social Media User Guide for Foster and Kinship Carers

Life Without Barriers (LWB) recognises that social media platforms offer a powerful way for people
to connect, communicate and engage with each other, and that as foster carers, you may use social
media in a personal capacity.

The safety and well-being of children in our care and carers, who play the vital role of supporting and
safeguarding them, is a priority for LWB. With all the benefits of social media, the unfortunate reality
is there can be negative conduct and commentary. This guide is designed to help you be aware of
potential risks in using social media when you represent yourself as a foster carer and also of your
obligations. This guide will also help you exercise judgement and act responsibly when engaging on
social media. As an LWB carer, we encourage you to consider these guidelines along with the Code
of Conduct and We Put Children First guidelines to ensure risk from negative social media is reduced
as much as possible for you and children in your care.

Definitions

Social media platforms are tools that allow for freely generated content, including imagery, audio
and visual, for the purposes of social networking and engagement.

Examples of social media channels:

Social networking sites e.g. Yammer, Facebook, LinkedIn, Snapchat, etc.

Micro-blogging sites e.g. Twitter.

Video and photo sharing websites e.g. YouTube, Instagram, Flickr.

Weblogs, including corporate and blogs (personal or hosted by media outlets) e.g. WordPress.
Chatrooms, discussion boards and forums such as Yahoo!, Whirlpool or Google groups.
Instant messaging e.g. WhatsApp, Facebook Messenger etc.

Social media communication includes material such as posts, comments, replies to comments,
conversations, blogs, photos, videos etc. posted on social media channels.

Guiding Principles

1.Commenting on social media makes it a public comment
When posting information online, it is important to remember that regardless of privacy settings,
there is no such thing as a ‘private’ social media site. Any comment you make about children in
your care, other carers, staff or LWB on a social media site is a public comment.

2.Social media has a global reach
When you post a comment on a social media site, it instantly becomes accessible to a global
audience. Moreover, when you attach a hashtag (#) to your post, it becomes visible to anyone
searching for that particular hashtag. You may be able to limit the visibility by adjusting your
privacy settings. However, privacy settings differ in each social media channel.

3.Content posted online could remain online indefinitely
Content once posted is likely to remain online even if you delete it from your account. This could
be because your posts are shared by other members of the community or because of the
information management policies of the social media channel you are posting to.

4.You are responsible for what you post
You are responsible for what you post on your personal social media accounts. It is
recommended that you only do or say on-line what you would off-line or in public. Take into
consideration the LWB Code of Conduct.
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5.Unintentional breach of privacy or confidentiality is a serious risk

Disclosure of confidential or personal information of children and young people is a serious risk
and has serious ramifications. Carers are encouraged to use discretion when posting on social
media so you avoid the risk of children and young people being identified.

Guidelines for the Use of Social Media

As fosters carers with LWB, you represent the organisation in your communities, and LWB
encourages you to uphold the values you committed to when undertaking the vital role you play,
and engage through social media in an appropriate and respectful manner.

You are encouraged to:

Ensure all communication on social media is respectful.
When expressing an opinion about LWB matters, clearly state that it is your personal opinion.

Share communication from official LWB social media channels to your personal accounts but
take care if adding personal commentary to the post.

If you have posted any material in relation to your role as a foster carer and are unsure if you
have breached the law or your obligations as a foster carer, please remove the material
immediately and seek advice from your local LWB office.

Be aware of your online ‘friends’ and contacts when using social media sites, and activate
appropriate privacy settings on those sites. This could help improve your online safety and
information security as well as that of the children and young people in your care.

Be mindful that what you post on social media sites may be taken out of context and open you
up to personal attacks or online trolling. This is particularly the case when posting in online
communities that deal with sensitive topics.

Notify your local LWB office if you become aware of any complaints about LWB on public social
media pages or online forums.

Seek immediate advice from your local LWB office if you are approached by media about
LWB-related matters through your social media accounts.

You are advised not to:

Identify yourselves as LWB employees, volunteers or affiliates when using social media sites.

Disclose information about children and young people in your care or discuss LWB business
whether confidential or not.

Imply that your communication is authored or sanctioned by LWB.

Imply authorisation to speak on behalf of LWB or LWB endorsement of personal views.
Use the LWB name to endorse products, causes or opinions.

Post any trademark, logo or copyrighted artwork of LWB to social media.

Display any photographs or other images of children and young people in your care.
Disparage or denigrate other carers or LWB staff members.

Attempt to defend LWB from any negative commentary in online communities. Due to the
highly complex nature of our work, sometimes LWB may be the focus of negative media
interest. At such times, your well-meaning comments could be taken out of context or expose
you to personal attacks. Instead, please seek immediate advice from your local LWB office.

If you have further questions about these guidelines, please email carers@Iwb.org.au
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